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Generative Pre-trained Transformer
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* Vishing
* Smishing
* Pharming
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* Encryption key generation
* File Encryption

» Original file overwritten with random data & encrypted.

» Encrypted data written back to the file.
* Directory Encryption

» Traverse a directory and its subdirectories

» Encrypt each file encountered

* Environment Check & execution (IF “sandbox” then exit; ELSE: execute)
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* Keylogger
 USB Worm - Once connected to a computer, it copies itself onto other USB devices.
* Network Spoofer - acts as a rogue network adapter, intercepting and manipulating network traffic
* Firmware Infector
* Malicious Charger - O.MG Cable | secretly installs malware on the victim's device when connected.
* Ransomware Spreader

* Show the Wi-F1 password for a router commonly accessed via a desktop.
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* Generate a basic phishing email.
* Antivirus and threat detection bypassing mechanisms.
* Generate a script based on JS, to automatically detect the browser fingerprint.

e Send sensitive documents and . Docx” files from a victim to a web server.
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* Create a socket
* Connect to the specified IP address and port number
* Execute corresponding actions

* Encrypted data written back to the file.
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* Disable services: Telnet service, FTP service, SNMP service, Remote Registry service
* Disable the Guest account

* Set a strong password policy

» Minimum password length: 12
» Password complexity: 1 (assumes complex passwords are required)

» Password history size: 10

 Disable the built-in Administrator account

 Enable Windows Firewall
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* Collect system information
* Gather event logs
* Capture running processes

e Retrieve network connections
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* Collect system information
* Gather event logs (Maximum of 1000 events retrieved)
* Capture running processes

e Retrieve network connections
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